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[Ipokyparypa JleBOKyMCKOro pailoHa MpeaynpexiaeT TrpaxaaH o0
OMACHOCTHU CTaTh JKEPTBaMU TeJIe(POHHBIX MOILIEHHUKOB, & TAKXKE JA€T MPOCThIE U
JIEMCTBEHHBIE METO/IbI 3alTUThI CBOUX CPEJICTB U OAHKOBCKUX CUETOB.

HanzopHoe BenOMCTBO MNPUBOJUT MPHUMEPHI CaMbIX PACIPOCTPAHEHHBIX
CIIOCOOO0B, KOTOPHIMH 3JI0YMBIIIJIEHHUKH OTHUMAIOT JICHBI'U Y HACEJICHUS.

Haubombiiee KoITu4ecTBO MPECTYIUIEHUH B cepe IMEKTPOHHBIX IIaTeKen
COBEPLICHO B OTHOLIECHUU I'PAXKIAAH CPEAHEN BO3PACTHOU IPYIIIBI.

MONIEHHUKHA yMEJIO MCIOJB3YIOT BCHO JOCTYNMHYI HWH(MOpMauo u
COBPEMEHHBIE TEXHOJIOTHH, Pa30UPaIOTCs B ICUXOJIOTUH JTIOJICH, BEIHYK1asl AKEPTBY
pacKkphIBaTh BCIO WHGOPMAITHIO 0 cebe TUOO0 COBEpIIaTh TE WU MHBIC ICHCTBUS B
CBOMX KOPBICTHBIX HHTEpECAX.

BoigensieTcss HECKOIbKO OCHOBHBIX CXEM TeJIe(OHHOTO MOIIICHHUYECTBA.

1. Cayuaii ¢ poaACTBEHHHKOM.

Mo1ieHHUK MPeACTaBISIETCS POJICTBEHHUKOM (3HAKOMBIM ) U B3BOJTHOBAaHHBIM
rojlocoM 1o TeiepoHy COOOIIaeT, 4TO 3ajep’KaH COTPYIHMKAMU TMOJUIMU 3a
COBepllieHHEe TpecTyruieHus. Jlagee B pa3roBop BCTyHaeT SKOOBI COTPYIHHUK
nosmiud. OH yBEPEeHHBIM TOHOM COOOIIAET, YTO YK€ HE pa3 «IOMOTaIDy JIHOJSM
TakuM o0pazoM. Ho ecnu paHblilie JeHbrd MPUBO3UIN HETIOCPEACTBEHHO €My, TO
celyac JeHbI'M HEOOXOAMMO MPHUBE3TU B OINPEAEIIEHHOE MECTO, MEePEaaTh KaKOMY-
100 YeNoBeKy, TM00 mepeBecTH Ha cueT (A00OHEHTCKUN HOMEp TesnedoHa).

2. Po3bIrpninn npu3oB (310 MOTYT ObITh Tesie)OH, HOYTOYK, ABTOMOOMJIb

U ap.).

Ha tenedpon aboHeHTa COTOBOM CBSA3M MPUXOAUT CMC-COOOIIECHHUE, U3
KOTOPOTO CJENYyeT, YTO B pE3yJbTaTe MPOBEACHHOW JIOTEPEU OH BBIUTPaAJ
aBTOMOOWIB. JIJ1 yTOUHEHHUSI BCeX JieTajeil MOTEHIIMAIIbHON KEPTBE MpeIaraeTcs
MOCETUTh OMPENENICHHBI CalT ¥ O3HAKOMUTHCSA C YCJIOBHSMHU aKIWU, JIUOO
MO3BOHUTH 10 OJHOMY M3 YKa3aHHBIX Tesle(OHHBIX HOMEpOB. Bo Bpems pasroBopa
1o TejaedOoHy MOIICHHUKH COOOIIA0T O TOM, YTO JISl BHITTOJIHEHUSI HEOOXOAMMBIX
dbopmanpHOCTEH (YIIAThI TOCIIONIIUHBI, 0(OPMIICHUS HEOOXOIUMBIX JOKYMEHTOB,
OIJIaThl 32 KOMHCCHIO TIEPEBOJIa) CYACTIMBOMY O0JaJaTelto HOBEHBKOTO
aBTOMOOWUJISI HEOOXOIMMO TIEPEUUCIUTh HA CUET YKa3aHHYI0 UMHU CyMMY, a 3aTeM
HaOpaTh ONpeNECHHYI0 KOMOMHAIMIO TP U CUMBOJIOB, SIKOOBI JJI MPOBEPKHU
MOCTYIUICHUSI JICHET Ha CUET W TMOJYUYEHMS «KoJa perucrparuuy». Kak ToJabKo
JKEPTBA 3aBEpIIACT YKa3aHHbIC MAHUIYJISLHUM, CYET OOHYJISIETCS, a MOIICHHHUKHU
MCYe3al0T B HEM3BECTHOM HaIlpPaBJICHUH.

Ecnu BBl y3Hamu o mpoBEACHUU JIOTEPEU TOJIBKO TOT/Ia, KOTJa «BBIUTPATIH
aBTOMOOWJIb, €CJIM Bbl HE 3aIlOJIHSUIA 3asBKY Ha y4acTHE B HEW JMOO0 KaKUM-IMOO
JPYTUM CIIOCOOOM HE MOATBEPKIIATU CBOE YYACTHE B PO3BITPHIIIE, TO, BEPOSTHEE
BCET0, BAaC MBITAIOTCSI 00MaHyTh. by/ibTe 0CTOPOXKHBI!

3. SMS-npocnoa.

AOOHEHT moJiydaeT Ha MOOWIBHBIA TenedoH cooOlmieHne: «Y MeHs
POOJIEMBI, IO3BOHH 110 TAKOMY-TO HOMEPY, €CITU HOMEP HE JOCTYIIEH, MOJI0KH Ha
HEro0 OMNpEACICHHYI0O CYMMY M TIepe3BOHW». UYenoBEeK MOMOJNHSIET CUET U



Nepe3BaHUBACT, Tele(OH MO-TIPEKHEMY HE JOCTYNEH, a JE€HbI'M BEPHYTh YXkKe
HEBO3MOKHO.
4. I11aTHBIA KO.

[TocTynaeT 3BOHOK, IKOOBI OT COTPYIHUKA CIIy>KObl TEXHUYECKOU MOIEPIKKU
orepatopa MOOWJIBHOM  CBSI3M, C MPENJIOKEHUEM MOJKIIOUUTH  HOBYIO
AKCKITIO3UBHYIO YCIYTy WM AJisl MEPEperucTparuu BO H30exkaHHE OTKIIIOUYCHUS
CBSI3M M3-332 TEXHUYECKOrO COOsl, MM JUIS YIy4YlIeHUs] KadecTBa CBsA3M. [yt aToro
aOOHEHTy mpejjaraercs HaOpaTh NOJ JAUKTOBKY KOJI, KOTOPBIA SBISETCS
KOMOHMHAIIUEN ISl OCYIIECTBICHHUSI MOOMIIBHOTO MEPEBO/IA ACHEKHBIX CPEACTB CO
cyeTa aDOHEHTA Ha CYET 37I0YMBIIIJICHHUKOB.

S. lllTpajgubie caHKIUK onepaTopa.

370YMBIIUIEHHUK MPEJICTABISETCSI COTPYJHUKOM CIYXKObI TEXHHUYECKOM
HOJIEPKKU oreparopa MOOWJIBHOM CBSI3M M COOOIIAET, YyTO aOOHEHT CMEHWII
Tapu(HBIN IJIaH, HE ONIOBECTUB OIepaTopa (TakKe MOTyT ObITh BAPUAHTHI: HE BHEC
CBOCBPEMEHHYIO  OIUIaTy,  BOCIOJB30BAJICS  ycIyraMd  pOyMHHra  0e3
OpEeIyNpexIeHUs1) U, COOTBETCTBEHHO, €My HEOOXOAMMO OIUIaTUTh IITpad B
OIIpE/IETIEHHOM pa3Mepe, KyIIUB KapThl IKCIPECC-OIIIAThI U COOOIIUB UX KOJIBL.

6. Omu004YHBbIN EepeBo/1 CPeICTB.

AbGonenTy noctynaetr SMS-coo01ieHe 0 MOCTYIUIEHUH CPEJICTB Ha €T0 CYET,
NEPEBECHHBIX C MOMOIIbIO yciyru «MoOuinbHbINA nepeBoay. Cpa3y mocie 3Toro
MOCTYIAET 3BOHOK M MYX4HMHA (UJIU KEHIIUHA) COOOLIAET, YTO OLIMOOYHO MepeBel
JIEHbI'M Ha €r0 CYET, IPU 3TOM MPOCUT BEPHYTh UX 0OpAaTHO TeM ke « MOOMIbHBIM
nepeBoioM». B nelCTBUTENEHOCTH IEHBIM HE MOCTYIAIOT Ha TeJe(OH, a YelIOBEK
NEPEBOIUT CBOM COOCTBEHHBIE Cpe/ICTBA. ECiIM MO3BOHUTH MO YKa3aHHOMY HOMEDY,
OH MOJKET ObITh BHE 30HBI J10CTyMa. KpoMe Toro, CymecTByIOT Takie HoMepa, Ipu

7. llpennoxenue moayunThb 1ocryn k CMC-nepenncke u 3BOHKaM

a0OHeHTA.
Y4uThIBasi CKIIOHHOCTh HEKOTOPBIX TPaXKJIaH IOIIITHOHUTEY 3a OJIM3KUMU U
3HaKOMBIMHU, 3JIOYMBIIIUICHHUKAMHU UCIIOJIb3YeTCS cIeayromas cxeMma

MOIIICHHMYECTBA B ceTu VHTEepHET: MOJb30BATEN0 MPEJIaraeTcs MU3Y4YHUTh
COJIEp’)KaHUE CMC-COOOIIEHMH M CHUCOK BXOJALIMX M HCXOISIIMX 3BOHKOB
WHTepecyromero aboHeHTa. [ 3Toro HEoOXOAMMO OTIPaBUTh COOOIIEHUE
ctoumoctbio oT 10 mo 30 pyOnelt Ha yka3aHHBIM KOPOTKMH HOMEp M BIMCATH B
npearaemyo hopmy Homep Tenedona abonenta. Ilocne Toro, kak moJib30BaTelb
OTIPABIISIET CMC, C €r0 CYETa CIIMCHIBAECTCA CyMMa ropa3zio OOJbIIe TOM, 4To ObLIa
yKa3aHa MOIIEHHUKaMM, a MHTEpECYIoliasi nHPpopMalys BIOCIEICTBUA TaK U HE
MOCTYTIAET.
8. IIponaska umyliecTBa Ha MHTEPHET-caliTax.

B Uurtepuere aeicTByeT OOJBIIOE KOJIWYECTBO MOIIEHHUYECKHUX CaNTOB,
MpeaiaralonMx TOBapbl W YCIYrd. BakHO HOBEpSITH TOJIBKO TPOBEPEHHBIM
pecypcaM WM TPOU3BOIUTh OTUIATY JIMIIb MPU TIOJYyYSHUH TOBapa.

[Ipu mokynke ToBapoB uepe3 VHTEpHET 3JIOYMBINIUICHHUKA MOTYT
WCITIOJIb30BATh CAWTHI U COLICETH, TJ€ PA3MEIIAIOT JIOKHBIE OOBSBICHUS O TIOKYITKE
WM ipoAake ToBapoB. OHM 3aMHTEPECOBBIBAIOT TPAXKIAH CBOMM MPEJIOKEHUEM U



yOexaaroT NEePEeUnciInTh UM JEHbIU SIKOObI B KauecTBe npenomiaTel. [locae storo
JOKE-TIPOaBIbl IPEKPAIatOT KOHTAKThI ¢ 0OMaHYThIMU JII0AbMU. B 3TOM cityuae He
PEKOMEHIyeTCS MIEPEYUCIIATh MPEAOIUIATy, HE YBUJIEB B PEAIBHOCTH IOKYIIAEMbIE
Bemu. Takke He cleayeT INOJb30BaThCsl YCIYyraMH HEIPOBEPEHHBIX CaWTOB.
HeoOxoaumo 00paTuTh BHUMaHUE Ha MPEAYPEXIAIONTYI0 HH(POpPMAIIUIO Ha caiiTe
Y 03HAKOMHUTHCS C OT3bIBAMH JPYTUX IMOCETUTENEH.

9. HoBasi cxeMa Tes1e(pOHHOT0 MOLIEHHNYeCTBAa « BUIIMHIY.

OnHoli U3 pacripoOCTPaHEHHBIX CXEM KHOEPIPECTYITHUKOB B MOCIIEAHHUE T0JIbI
cTasl « BUIMHM» — 3TO BUJ MOLIEHHUYECTBA, IPX KOTOPOM 3JI0YMBIIIJIEHHUKH 10T
JF00BIM MPEAJIOTOM BBIHYXKIAIOT HAC MPEAOCTABISATh KOHPUACHIINATIbHBIC TAHHBIC
B «HAIIUX COOCTBEHHBIX MHTEPECAX», TO €CTh UCKYCCTBEHHO CO3/JA€TCS CUTYyallus,
TpeOyro11as MOMOIIY OT CHEUAIUCTA.

Bo MHOruX ciy4asix B TEUEHHE JHS HaM IOCTOSSHHO HAYMHAKOT 3BOHUTH HA
MOOUJIBHUK C HE3HAKOMOrO HOMEpa. 3BOHKH C HOMEpPOB OOBIYHO HACTOJIBKO
HAaCTOWYMBBI (MHOTIA 10 JECSITH 3BOHKOB 32 JIEHB), YTO MBI 3a4acTyl0 YCTYIaeM U
OTBEYAEM HA HHUX.

Kak Tonbko MBI OTBE4aeM Ha 3BOHOK, HaM Cpa3y COOOIIAIOT Ba)KHYIO
UHGOpPMaIIMI0O O BO3HHUKIIMX MpoOjemMax C Halled KapTod, Halmpumep, YTO OHa
3a0J0KMpOBaHa, a ciy:k0a 0e30macHOCTH OaHKa MpeAoTBpaTUiIa IMOIMbBITKY
HECAaHKIIMOHUPOBAHHOTO CHHMCAHUS. 3aTeM 3BOHSIIMKA MpeasiaraeT MOMOUIb B
CJIOXKUBIIEHCS CUTYyAIlMU, HA KOTOPYIO MHOTHE U3 HAC COTJIAIIAOTCA.

Hac y0exaatoT B CpOYHOM PEIICHUH BO3ZHUKIIEH CUTYallMH, MIOKa €I1e HE BCE
JEHbIM yKpaaeHbl. OueHb MOCIE0BATEIbHO MOIIEHHUKH CTAPAKOTCS MOJTYYUTh OT
HAC BCIO JIMYHYIO MH(POPMALIMIO O KPEAUTKE, MPUChIIaloT HOBble napoiu u [TMH
koabl B CMC-yBenOMIICHHSX. Y CIIOKAaMBAIOIIMM TOJIOCOM  «OaHKOBCKHE
paOOTHUKMUY MPEAJIaraloT pa3andHble BO3MOXHbIE BAPHAHTHI 3AIIUTHI.

Jlorangatbes O TOM, YTO JIFOOE3HBIM MOMOIIHMK Ha JPYroM KOHIIE MpPOBOJA
SIBJISIETCSI MOILIEHHUKOM HE BCEI/1a JIETKO, HO B JII0OOM ClIydae 3TO BO3MOXKHO.

M3HayanbHO MOXKHO NOOJIaroAapuTh 3a OAUTEIBLHOCTD U Y3HATh JTOJKHOCTD,
WHULMAJIbl 3BOHUBILIErO COTPYJAHHMKA KPEIWTHOM OpraHu3alud U NPEIIPHUHATH
NONBITKY JJO3BOHUTHCS 10 TOPSTYEH JIMHUU.

10. Xu1ieHus ¢ KapT, NOAKJIIYEHHbIX K ONMIIUUA 0€CKOHTAKTHBIX
IUIATEKeH.

JUisi mpoBeAeHusl OIJIaThl MO TaKOM KapTe JIOCTATOYHO MPUJIOKHUTH €€ K
tepmunany. Beog IIMH-kona ne tpebyercs ecnm cymma He npesbimnaer 1 000
pyOneit. Ilpu 3TOM KOJIMYECTBO PACXOAHBIX TPAH3AKIUN HE orpaHuyeHo. UToObl
NOJIYYUTh JE€HBI'M, MOILIEHHUKY J1a)Ke€ HE TIOHAJI0OUTCSI BOPOBAaTh KapTy y KIUEHTA.
Ecnu B 0011€CTBEHHOM TpaHCHOPTE MOAHECTH YCTPOMCTBO K CyMKE MJIM KapMaHy
BJIAJEJIbIIA, TO CPEACTBA CIMIIYTCS. [ 3THX 1ies1eil MOIIEHHUKH U3rOTaBINBAOT
CaMOJICJIbHbIE ~ TIEPEHOCHbIE CUMTHIBATENIM WM  HUCHOJB3YIOT OaHKOBCKHE
TEPMHUHAJIBI, OPOPMIICHHBIE 1O (PUKTUBHBIM JOKYMEHTaM.

11. B3siom akkayHTa apyra.

JIrtoqu MOryT Aake He MOJ03peBaTh, YTO UM IMHUIIET NOCTOPOHHHUM YEIOBEK

1OJl BHUJOM pOJICTBEHHUKA, JIpyra, C MpochOOW TmepeBoja JACHET B CBA3H C



npou3oIeq M ropeM. Takum 00pa3oM, BOiAs B TOBEPUE, MOIIEHHUKHU MBITAIOTCS
YKpacTh Balllu JICHbIU.

Tak, B mocinenHee BpeMs MacCOBBIM XapaKTep NpPHUHsUIA pacchliKa uyepes
meccenxep WhatsApp cooOmienuit ¢ nmpoch00i mporojiocoBaTh 3a peOEHKA B
KoHKypce. Coo0111eHne COJIEP>KUT CChUIKY Ha CTPAHUILY TOJIOCOBaHUS, TOCPEICTBOM
KOTOPOW 3JIOYMBIIUICHHUKN TMOJIy4alOT TOJHBIA JOCTYNl K COOOILIEHUSIM U
KoHTakTaM WhatsApp KepTBbI.

Eciu Bwl yxe cranm sxepTBoil Takoi artaku, B iPhone B HacTpoiikax
npwioxeHuss WhatsApp HeoOxoauMo 3aiiT B pazaen «CBsi3aHHbIE yCTPOMCTBa» U
yIaJUTh BCE YCTPONCTBA, KOTOPbIE TaM UMEIOTCSI.

B Tenedonax ¢ onepaunonHoii cucremoit Android B mpunoxxenuu WhatsApp
B [PABOM BEpPXHEM YTy HEOOXOJUMO HaXaTh TPU TOYKH, B BBINAJAIOIIEM MEHIO
nepeiTu B pazzaen «CBsi3aHHbIE YCTPOMCTBa» /i€ TaKXKe yAaJUTh BCE YCTPOUCTBA,
KOTOpBIE€ TaM UMEIOTCSL.

[Tocne nepexona no ccwlike Bbl momamaere Ha CTpaHMIly TOJIOCOBAHHUS, a
1OCJIE€ HAaXaTHsl KHOTIKU «IIPOT0JI0COBaTh» MEPEXOAUTE Ha CTPAHUILy aBTOPU3ALIUU
B WhatsApp WEB rae, BBeast cBoit Homep Tesnedona, Bel naére goctyn Kk cBoum
JTAHHBIM.

Kak y0epeubcst oT Tes1e(pOHHBIX MOIIIEHHUYECTB?

YtoObl HE cTaTh >KEPTBOM 3J0YMBIILJIEHHUKOB, HEOOXOJIMMO COOJIOAATH
MIPOCTHIE MpaBUiIa OE30MMaCHOTO MOBEACHUS B 0053aTEHLHO TOBECTH UX 10 CBEJICHUS
POJHBIX U OJIM3KUX:

- HE CIIeTyeT JOBEPATH 3BOHKAM U COOOIICHUSIM, O TOM, YTO POJCTBEHHHUK WJIH
3HAKOMBII TOMall B aBapyio, 3aJep>KaH COTPYIHUKAMHU TMOJUIMU 32 COBEPIICHUE
IPECTYIUICHUSI, OCOOEHHO, €CIM 3a 3THUM CIEQyeT Ipoch0a O MEePeYUCICHUU
JICHEKHBIX CPEJICTB.

Kak noxa3pIBaeT npakTHKa, OObIYHBIM 3BOHOK OJIM3KOMY YEJIOBEKY [TO3BOJISIET
pa3BesATb COMHEHHS U MOHSTh, YTO 3TO MOILIEHHUKH IbITAIOTCS 3aBJIAJIETh BalllUMU
CpeICTBaMH WJIM UMYLIECTBOM;

- HE CJIe[lyeT OTBeYaTh HAa 3BOHKM WM SMS-cOO00IIEHHS C HEM3BECTHBIX
HOMEPOB C MPOCHOOM MOJIOKUTH HA CUET JACHBIU;

- HE CJIeIyeT co00IaTh Mo Tefeony KoMy Obl TO HU ObLIO CBEJICHUS TUYHOTO
Xapakrepa.

CBoeBpeMeHHOE 0OpallleHHe B MPAaBOOXPAHUTEIBHBIE OpPTaHbl MOXKET TOMOYb
JIPYTUM JIFOJSIM HE MOTIacThCsl Ha HE3aKOHHBIC YIIOBKH TEIE(POHHBIX MOIICHHUKOB.

[IpoTUBOCTOATH ~ MOIIEHHMKAM  BO3MOXHO  JIMIIb  TIOBBIIIICHHOU
BHHUMATENBHOCTBIO,  37PaBOMBICIIMEM, OJUTEIBHOCTHIO M KOHTpPOJEM  3a
COOCTBEHHBIMHU JCHCTBUSIMH.



